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Aim
This document aims to describe the governing principles of Karlstad University as well as general regulations regarding how students process personal data as part of a course or programme. The regulations should promote correct and appropriate personal data processing by offering overarching guidance and support to the faculties and departments offering the courses to ensure legally compliant personal data processing. Teaching the students how to process personal data in a manner that is lawful, correct and transparent in relation to the individual whose data is being processed (the data subject) should also be seen as an integrated part of the education and as a vital skill for students to have in their future professions. The document was created to support the organisation in fulfilling the stipulations in the General Data Protection Regulation, or GDPR, (EU) 2016/679, and Sweden’s supplementary national legislation. These regulations supplement Karlstad University’s policy for personal data processing. 

Alongside the regulations, the information management council at Karlstad University has produced templates and procedure descriptions to guide the operational implementation of the regulations.

The majority of the work involved in drafting the regulations was carried out by the information management council at Karlstad University in consultation with representatives from the faculties and IT Services. Umeå University’s Rules and procedures for processing personal data in student assignments was used as a source of inspiration in the work on the updated regulations. 


1. Introduction
Everyone is entitled to a protected zone, a private life, that is guaranteed by legal documents including the Charter of Fundamental Rights of the European Union. Privacy protection is also enshrined in the Swedish constitution, specifically the Instrument of Government. The General Data Protection Regulation contains practical regulations intended to guarantee the effective protection of an individual’s personal data in today’s digitally connected society. The rules of the GDPR are based on human rights.  

Karlstad University is the data controller of the processing of personal data that takes place as part of the university’s activities. This is not limited to processing at the hands of researchers, teachers and administrative staff. The university’s responsibility also extends to personal data processing carried out by students as part of their studies. In a student’s degree project, for instance, Karlstad University is responsible for any processing of personal data that the student does. For that reason, the university must always ensure and be able to demonstrate compliance with the stipulations of the GDPR and supplementary legislation. Failure to do so constitutes unlawful processing of personal data. 

GDPR strictly enforces transparent, secure and accurate processing of all personal data. The requirements specified in the GDPR are mandatory. For example, an individual whose personal data is processed may not agree to a lower level of technical and organisational security than legally prescribed.   

These regulations regarding students’ processing of personal data as part of a course or programme have been drafted for general application on the processing of personal data done by students in first- and second-cycle education, for instance in various types of written hand-in assignments. However, the regulations especially target and are most detailed in the case of independent student projects/degree projects/academic papers (henceforth referred to as “academic papers”). 
2. Definitions
Personal data: Any information that refers to an identified or identifiable physical person. The determining factor is whether the information alone or in combination with other information can be linked to a living person. Identification data typically includes personal identity number, name, address, email address, IP number, photographs or voice recordings, but several different factors that in combination are specific to a physical person can also make a person identifiable.

Please note that any information is considered personal data if there is any possibility of linking that information to a living physical person.

In addition to identification data, personal data typically includes information that concerns an individual’s private and family life, but also information related to their working life. Examples of personal data are age, gender, marital status, place of residence, financial situations, employment and salary, results from various samples and tests, and the individual’s actions, opinions, statements, knowledge or other qualities. It is impossible to compose a complete list of things that can be considered personal data. The determining factor is whether the information can be linked to an identified or identifiable living person.

The data subject: A living person whose personal data is processed by Karlstad University. In the context of academic papers, the data subject would be an individual who responds to a questionnaire, is interviewed or otherwise participates in a study. The GDPR is based on the principle that the data subject has rights that must be protected and accommodated by the data controller.  

Processing of personal data Processing of personal data is a concept that encompasses many aspects. Any action involving personal data is considered processing of personal data, from the collection of the data until its final deletion or destruction. All digital treatment of personal data, from recording interviews, transcribing and entering them into a computer, preserving, editing, working, analysing, printing, emailing, virus scanning, creating back-ups, and ultimately deleting the personal data is considered processing personal data.    

As per the GDPR’s definition, processing personal data includes collecting, registering, structuring, storing, manipulating or changing, creating, reading, using, delivering, sharing and ultimately deleting or destroying the personal data. Remember that sending emails, allowing someone to read personal data on your computer screen, printing personal data or throwing away printed documents containing personal data in a waste bin always constitutes personal data processing.

Sensitive personal data: Certain personal data is by its nature particularly sensitive and subsequently more strongly protected. In the GDPR, these are referred to as special categories of personal data, but in Sweden we refer to them as sensitive personal data (känsliga personuppgifter). As a general rule, it is prohibited under the GDPR to process sensitive personal data, with some exceptions. However, there are strict demands for technical and organisational safeguards in the processing of these data. 
The GDPR lists the different categories and what they entail (Article 9 GDPR). Sensitive personal data includes data that discloses racial[footnoteRef:1] or ethnic origin, political opinions, religious or philosophical beliefs, trade union affiliation and the processing of genetic data, biometric data to unequivocally identify a physical person, data concerning health, a physical person’s sexuality or sexual preference. [1:  The General Data Protection Regulation (GDPR) uses the term racial, but also clearly states that this does not imply an acceptance by the EU of theories which attempt to determine the existence of separate human races (recital 51).] 

The interpretation of what the various terms in Article 9 of the GDPR encompass is broad. Personal health data includes any data that offers information about the data subject’s prior, current or future physical or psychological state of health, such as sick leave, pregnancy and doctor visits. It is important to keep in mind that personal data that could indirectly disclose sensitive personal data, such as alcohol or smoking habits, could be considered sensitive personal data since they may indirectly disclose health information.
Personal data that we in Sweden normally would not categorise as particularly sensitive, such as trade union affiliation or religious beliefs, are also covered by the strict security measures for processing of sensitive data. One reason for this is that sensitive personal data are seen as closely associated with other human rights and freedoms that are included in, for example, the EU Charter. The prohibition to process sensitive personal data can therefore be seen as protection of, for example, the following rights and freedoms covered by the EU Charter:
· respect for private and family life (Article 7)
· freedom of thought, conscience and religion (Article 10)
· freedom of assembly and of association (Article 12)
· non-discrimination (Article 21)
Privacy-sensitive personal data (personal data meriting special protection): Even if information is not classified as sensitive data, it can still constitute privacy-sensitive personal data. Information about violations of the law[footnoteRef:2] as well as personal identity numbers[footnoteRef:3] and coordination numbers also fall in this category. Additional examples of privacy-sensitive data include salary information, valuation data, such as data from performance appraisals, data from the results of personality tests or personality profiles, and information relating to someone’s private sphere or information on social conditions.  [2:  Public agencies have a right to process personal data concerning violations of the law when necessary for the agency’s ability to carry out its mandate and when there is lawful ground for processing the data.]  [3:  As a general rule, consent from the data subjects is required to process personal identity numbers or coordination numbers. Without consent, personal identity numbers can only be processed if clearly justified by the purpose of the processing, the importance of positive identification or some other significant reason.
] 


Privacy-sensitive personal data do not require safeguards of the same standards as sensitive personal data, but they may require a higher level of protection than more harmless personal data. For instance, these data should not be sent by email via an open network to external recipients without supplementary security measures deemed adequate by IT Services.

General personal data (harmless personal data): General personal data is a term used to describe information that is neither sensitive nor privacy-sensitive. Examples of general personal data are a person’s name, date of birth and contact details for work.  
3. Which organisation is responsible for students’ personal data processing? 
Karlstad University is responsible for students’ personal data processing during a course or programme. The university is fully responsible for ensuring that the processing of personal data complies with applicable laws and that the integrity of data subjects is respected and protected. When a student processes personal data on behalf of the university, the student acts as a representative of the university and is only responsible for processing personal data in accordance with the university’s instructions. 

However, this does not apply without exception to any given situation that may arise during a course or programme. A student may, for instance, process personal data during practical placement (VFU) at a school or within the health care system. In such situations, the data controller is generally the host organisation for the placement. The host organisation instructs the student in carrying out the duties, and for that reason, the host organisation also decides why and how any personal data is processed. The student also has to adhere to other laws that are applicable to the host organisation, such as the Public Access to Information and Secrecy Act and the Patient Data Act.

However, this is also not without exception. If Karlstad University for example instructs the students to record situations or conduct interviews during placement, the processing may be included in the university’s responsibility as data controller.
4. Basic principles 
All personal data processing must comply with the basic principles of the GDPR (Article 5). The basic principles can be considered the very core of the GDPR, intended to permeate all personal data processing and establish the framework for permitted processing. It is therefore essential to always keep the principles in mind when students process personal data during their course or programme. 

Among other things, the principles mean that Karlstad University as the data controller:

· must show legal justification in the GDPR to process personal data, and do so in a manner that is just, fair, reasonable, proportionate and transparent in relation to the data subjects
· can only collect personal data for specific, explicitly stated and legitimate purposes
· cannot process more personal data than any purpose requires
· must verify the accuracy of the personal data
· must delete the personal data when no longer needed
· must protect the personal data using the appropriate technical and organisational safeguards to prevent unauthorised access to the data as well as its loss or destruction

These are the basic principles for all personal data processing, and all activities should be evaluated based on the items listed above. The data controller is responsible for ensuring compliance with basic principles and must also be able to prove adherence to them. For more information about the basic principles, visit the Swedish Authority for Privacy Protection’s web page. 

5. Legal basis for students’ personal data processing
As data controller for personal data processing within the scope of the university’s organisation, Karlstad University may only collect and process personal data when there is lawful ground as specified in the GDPR to do so (GDPR, Article 6). According to the GDPR, personal data processing in research is considered a task in the public interest (GDPR, Article 6.1). When students process personal data during, for instance, academic papers, the university’s view is that consent in most cases constitutes the lawful ground for personal data processing (GDPR, Article 6.1 a).  
5.1   Consent as lawful ground
The collection of personal data from the data subject always requires informed and active consent from all individual data subjects whose personal data will be processed during the course of an activity such as an academic paper. Consent cannot be given without the data subject first being informed about how the personal data will be processed.   

The GDPR defines consent as any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which the person, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to the person in question. 

It is important to inform the data subjects about their right to withdraw their consent to personal data processing at any time and without providing a reason. Withdrawal of consent to personal data processing means that the data may no longer be used in the continued study. Any personal data that has been collected based on the lawful ground of consent which is later withdrawn must as a general rule be deleted as soon as possible following the withdrawal. However, a withdrawal does not affect the legality of the personal data processing that took place before the withdrawal.

The Karlstad University information management council has created templates for information letters and consent forms that students can use for academic papers. As a general rule, these templates should be used in obtaining consent to participation in a study during academic papers. 
5.2   Public interest as lawful ground
When personal data is not collected directly from the data subject, for instance in online studies or registry studies, obtaining consent from each individual is often not possible. In such exceptional circumstances, it may be possible to refer to the lawful ground of public interest to justify the students’ personal data processing. However, that requires the processing of personal data to be necessary for the student to carry out the studies based on how the outcomes are described in the course or programme syllabus. The word “necessary” in this context means that personal data processing is needed for the sake of high-quality education, but that an assessment must be made to compare the processing with alternative ways of conducting the study to see whether it is the most reasonable option. If the quality of the studies can be maintained without personal data being processed, the student should not process personal data based on the lawful ground of public interest.  
6. Students’ processing of sensitive personal data
Certain personal data is by its nature particularly sensitive. In the GDPR, these are referred to as special categories of personal data, but in Sweden we refer to them as sensitive personal data (känsliga personuppgifter). The processing of personal data of this nature is subject to restrictions and strict demands for technical and organisation safeguards. The premise as stated in the GDPR is that processing sensitive personal data is prohibited. 

At Karlstad University, the main principle is that students are not allowed to process sensitive personal data as part of a course or programme. However, there are specific instances where this main principle is not applicable. During activities such as placement with a health care provider where the work is carried out under the supervision of the host organisation or during placement at the supervised therapy clinic at Karlstad University, students may need to process sensitive personal data. In these instances, students are also bound by the same obligation of confidentiality as employees under the Public Access to Information and Secrecy Act and the Patient Data Act. 

Exceptions to the prohibition against processing sensitive personal data may apply for some academic papers. 
7. Students’ processing of sensitive personal data in academic papers 
The premise as stated in the GDPR is that processing sensitive personal data is prohibited but may be permitted under certain conditions. 

The scope within which students can be legally allowed to process sensitive personal data is limited. The processing of sensitive personal data should always be permitted sparingly and with strict demands for technical and organisational safeguards. The great possibilities to process sensitive personal data for research purposes included in the GDPR and the Ethical Review Act (2003:460) concerning research involving humans are not applicable within first- and second-cycle education because it does not constitute research. 

Research bill prop. 2007/08:44 p. 20, Certain ethical review issues etc., states that, ”the government considers it unreasonable to expect students in first- or second-cycle education to have had time to acquire sufficient knowledge and insight to ensure the protection of individuals participating in research. Therefore, students should not be burdened with the responsibility of conducting activities involving humans and where there is risk of harming these individuals physically, psychologically or in terms of their integrity”.

In light of this, the main principle at Karlstad University is that students are not allowed to process sensitive personal data for academic papers at Karlstad University. However, there are exceptions. 
8. Academic papers that are part of a research project
When an academic paper is written within the framework of a research project at Karlstad University led by a principal investigator, the students process personal data and handle research data based on the conditions applicable to the specific project and under the responsibility of the principal investigator. The lawful basis for a student processing personal data is in this instance the same as for the research project, which is generally public interest.    

The student’s personal data processing must in this instance adhere to any rules applicable to the research project in question, and all research data management must be done within the confines of the research project’s IT solution with the adequate level of security. In this instance, the student’s personal data processing and registration is documented in accordance with the process for ethical review that has been decided by the vice-chancellor and applies at Karlstad University.   
8.1 Sensitive personal data as part of a research project 
In order for processing of sensitive personal data (GDPR, Article 9) and personal data relating to criminal convictions and offences (GDPR, Article 10) for research purposes to be permitted, the research must have been assessed and approved by the Swedish Ethical Review Authority. 

The purpose of the Ethics Review Act is to protect the individual and the respect for human dignity in research. Conducting research involving humans without ethical approval or in violation of an ethical review may entail a risk that a data subject is harmed or that someone’s personal integrity is violated. There is also a risk of harming the public’s trust in research in general.

For that reason, sensitive personal data can only be processed in research projects that have first received approval from the Swedish Ethical Review Authority. However, the Ethics Review Act does not include studies conducted in first- or second-cycle education, and independent academic papers can therefore not obtain ethical approval.    

A student project can however be part of a research project that has been granted ethical approval and is led by a principal investigator. Such a project could be designed as an umbrella project comprising several small sub-projects in the form of student papers. In such cases, the student processes research data in the same manner as other researchers involved, under the conditions described in the research plan and application approved by the Swedish Ethical Review Authority. The student’s personal data processing must in this instance adhere to any rules applicable to the research project that obtained ethical approval, and all research data management must be done within the confines of the research project’s approved IT solution. In these cases, all research data collected by the student becomes a public document and is considered primary research material, and the student is bound by the same obligation of confidentiality as the researchers involved. 

Karlstad University recommends students who need to process sensitive personal data for an academic paper to do so within the framework of a research project that has obtained ethical approval whenever possible.  
9. Academic papers that are not part of a research projects, so called independent academic papers
When academic papers are not part of a research project, Karlstad University still bears full responsibility for students’ personal data processing. The primary responsibility for ensuring that the design and plan for the paper adheres to good practice, applicable legislation and the university’s regulations and procedures then lies with the supervisor. As a tool, the information management council at Karlstad University has drafted templates, procedures and forms for the review of academic papers where non-sensitive personal data is processed. In this instance, the student’s personal data processing and registration are documented in accordance with the procedures developed by the information management council.

Please note that consent is normally the only lawful basis in this instance, as opposed to when students write an academic paper within the framework of a research project.
9.1 Sensitive personal data in independent academic papers 
At Karlstad University, the main principle is that students are prohibited from processing sensitive personal data as part of an independent academic paper. The scope within sensitive personal data can be legally processed is severely limited in this case and can normally only be based on explicit consent from the data subject (GDPR, Article 9.2 a). Academic papers that are not part of a research project cannot obtain ethical approval from the Swedish Ethical Review Authority as per the Ethical Review Act. The fact that the same type of review that is required when trained researchers process sensitive personal data is not carried out when students process data of the same nature clearly increases the risk of harming the integrity of the data subjects involved in the study. 

Despite the risk for integrity violations, Karlstad University considers it justifiable to allow exceptions from the prohibition in some cases and let students process sensitive personal data for academic papers. Possible exceptions primarily involve disciplines where processing sensitive personal data appears to be a prerequisite in order for the students to meet the knowledge and quality requirements for examination as described in course and programme syllabuses. Another condition to allow students to process sensitive personal data is the ability to ensure and prove that each academic paper will be conducted under ethically acceptable forms and that the integrity and protections of the data subjects are guaranteed.

An essential condition to allow students in one or several disciplines to process sensitive personal data for an academic paper is thus a documented need and sufficient administrative and technical procedures to protect the integrity of the data subjects. Based on the established procedures, a general needs and risk assessment must be carried out by the faculty to inform decisions about exceptions. The right to grant or deny an exception lies with the dean, who also has the primary responsibility to ensure that the procedures adhere to good practice, applicable legislation and the university’s internal regulations. Decisions about exceptions must be entered into the registry along with the needs and risk assessment. 

A brief description of the requirements that the procedures need to meet in terms of organisational, administrative and technical safeguards can be found in item 9.1.1 below.   
9.1.1 Requirements that must be fulfilled to grant an exception from the prohibition against processing sensitive personal data in independent academic papers
A needs and risk assessment must be made before a decision on whether to allow students in one or more disciplines to process sensitive personal data for an independent academic paper. Requirements that must be met to grant an exception include but are not limited to those listed below. 

The need to process sensitive personal data
An essential condition to grant an exception is for the processing of sensitive personal data to be necessary in order for the students in one or more disciplines to meet the knowledge and quality requirements for examination as described in course and programme syllabuses. The word “necessary” in this context means that personal data processing is needed for the sake of high-quality education, but that an assessment must be made to compare the processing with alternative ways of conducting the study to see whether it is the most reasonable option. If the quality of the studies can be maintained without sensitive personal data being processed, the students should not process sensitive personal data for an independent academic paper.  

Training of students (and supervisors) 
Regardless of whether the sensitive personal data is being processed by students or researchers, the GDPR places equally strict demands on knowledge of how personal data can be processed. To allow students to process sensitive personal data, there must be procedures in place to provide the students with the sufficient knowledge and skills to process such data. This can be achieved through, for instance, mandatory teaching components to an adequate degree. Students must also be ensured access to suitable guidance from their supervisor in these matters.  

At Karlstad University, the primary responsibility for ensuring that the design for the paper adheres to good practice, applicable legislation and the university’s internal regulations and procedures lies with the supervisor. A supervisor can only be allowed responsibility for an academic paper where sensitive personal data is processed if there are procedures in place to ensure that the supervisor has the relevant training and adequate skills in matters concerning ethics and privacy protection.  

IT technical security measures
Students may only process sensitive personal data using IT technical solutions and services that the IT director has assessed as having adequate protection for the type of data in question. These suitable IT technical solutions must fulfil the requirements specified in the GDPR as well as any relevant provisions. As a general rule, the demands for IT technical security measures are equally strict for students processing sensitive personal data on behalf of Karlstad University as for staff members processing sensitive personal data. The main features of the IT technical solution that will be used must be described in the needs and risk assessment. 

Procedures for suitability assessment of each individual academic paper
Before students are allowed to process sensitive personal data, the subject offering the course must do a suitability assessment for each individual paper regarding the study’s topic, purpose and method. The suitability assessment is intended to ensure and through documentation demonstrate that the paper adheres to good practice and is ethically justifiable, and that all collection, analysis, storage and processing of sensitive personal data will fulfil the strict requirements specified in the GDPR. The suitability assessment should ensure that all the basic principles for processing personal data described in section 4 above will be followed.

The suitability assessment should be carried out for each individual academic paper using the questions in the Swedish Ethical Review Authority’s application form. After internal review at the department offering the course, the application form should be signed by the supervisor and a person in a position of formal accountability (such as the head of department or course coordinator) and include a guarantee that there are sufficient resources to safeguard the security and integrity of the data subjects. The application form should then be entered into Karlstad University’s registry of personal data processing in academic papers.
10. Roles and responsibilities
As the head of the agency, the vice-chancellor has the main responsibility for ensuring that the university is run effectively as well as in compliance with any relevant legislation. This encompasses, among other things, making decisions about policies and regulations, as well as making sure there are adequate university-wide resources to implement any internally decided stipulations.
At the faculty level, the dean has the overall responsibility for ensuring that the faculties comply with the relevant data protection legislation and internal policy documents regarding privacy protection. This responsibility can as a general rule be delegated to a head of department, with the exception of decisions regarding exceptions to the prohibition against processing sensitive personal data in independent academic papers that are not part of a research project. The responsibility concerning students’ personal data processing within a course or programme includes but is not limited to ensuring that there are internal procedures for entering academic papers into Karlstad University's registry of personal data processing in academic papers, as well as ensuring that there are internal procedures for carrying out and documenting general needs and risk assessments and individual suitability assessments before students process sensitive personal data for academic papers. 

When personal data is processed for academic papers, the general rule is that the responsibility for ensuring that the design and plan for the paper adheres to good practice, applicable legislation and internal regulations and procedures lies with the supervisor. 

When personal data is processed for academic papers as part of a university research project, the principal investigator must ensure that all student processing of personal data and research data complies with the procedures established by the research project. 

When sensitive personal data is processed for academic papers that are not part of a research project, so called independent papers, the person in a position of formal accountability (such as the head of department or course coordinator) is responsible for ensuring that there are sufficient resources to safeguard the security and integrity of the data subjects when the study in question is conducted.  

The students also share significantly in the responsibility for making sure that the academic paper is conducted correctly and lawfully. For that reason, students are always responsible for complying with the guidelines and instructions provided by Karlstad University when processing personal data for an academic paper. A student who intentionally deviates from the instructions may be faced with disciplinary actions, pursuant to Chap. 10 of the Higher Education Ordinance. 
11. Support and advice 
Karlstad University has an information management council that works with matters related to personal data processing and the GDPR. The information management council can be reached by contacting one of the participating functions, for example the data protection officer. 
The information management council has drafted templates and procedures to guide faculties, supervisors and students through processing personal data in academic papers. There is also a form available that should be used for registering personal data processing in academic papers when the personal data that is processed is not sensitive. If sensitive personal data (GDPR, Article 9) is processed for an academic paper, the questions on the Swedish Ethical Review Authority’s application form should be used instead.   
Contact details for the data protection officer at Karlstad University: dpo@kau.se.
Each faculty, the Faculty of Arts and Social Sciences (HS) and the Faculty of Health, Science and Technology (HNT), has ethical advisors who can provide guidance in matters of how to address ethical requirements and personal data. They can be reached at etikradgivning.hs@kau.se or etikradgivning.hnt@kau.se respectively. 
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