SUPPORTGUIDE

Bitlocker pa USB-minne, Windows

Kryptera

1. Sétt USB-minnet i datorn och 6ppna “File Explorer”
2. Hogerklicka pd USB-minnet och vilj "Turn on Bitlocker”

b o KINGSTORL F
Expand

¥ Netw

Open AutoPlay...
Ea Scan with Microsoft Defender...

Turn on BitLocker

Open in new window

3. Vilj att kryptera med losenord. Sitt ett 16senord med minst 16 tecken.

%@J BitLocker Drive Encryption (E:)

Choose how you want to unlock this drive

Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbals,

EntEr}"l:lLlr FESSWDrd | SRR RRRRRRRRERRRRRRRRED |

Reenter your password | I TTTITTTTTTTTTTTIIYITee |

[]Yse my smart card to unlock the drive

You'll need to insert your smart card, The srnart card PIN will be required when you unlock the drive,

Mext Cancel
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Instruktion fér Bitlocker pd USB-minne, Windows

4. Spara anvdndarens "recovery key” under "Documents” i en mapp med namnet "USB-

kryptering” sé den dr litt att hitta om anvéndaren glommer sitt l1senord. Vilj "Save to a file
X

»

< %@J BitLocker Drive Encryption (E:)

How do you want to back up your recovery key?

o Sorne settings are managed by your system administrator,

If you forget your password or lose your smart card, you can use your recovery key to access your drive,

— Saveto afile

—> Print the recovery key

How can | find my recovery key later?

Mext Cancel

5. Skapa mappen USB-kryptering och spara ner filen i den och klicka pa "Next” i guiden.

|£| = | USB-kryptering

Home Share View

“ v g » ThisPC » Documents » USB-kryptering

MName Date medified Type

# Quick access
2022-04-12 15:03 Text Document

. | BitLocker ecovery Key - 4.
= b " BitLocker R Key 1249E4DE-360E-4
%z| Documents

‘ Downloads

| Pictures

IT-sdkerhetssamarb

=}
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Instruktion fér Bitlocker pd USB-minne, Windows

6. Vilj metod beroende pa om USB-minnet dr nytt eller om det redan innehéller information.

« %@A BitLocker Drive Encryption (E:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data autematically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

(@ Encrypt used disk space only (faster and best for new PCs and drives)

() Encrypt entire drive (slower but best for PCs and drives already in use)

Mext Cancel

7. Vilj den nyare krypteringsmetoden och klicka "Next”

<« % BitLocker Drive Encryption (E:)

Choose which encryption mode to use

Windows 10 (Wersion 1311) introduces a new disk encryption mode (XT5-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows,

If this is a rernovable drive that you're going to use on older version of Windows, you should choose
Compatible mode,

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511} or later, you should choose the new encryption mode

(® MNew encryption mode (best for fixed drives on this device)

(C) Compatible mode (best for drives that can be moved from this device)

Mext Cancel
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% Instruktion for Bitlocker pd USB-minne, Windows

8. Klicka pa "Start encrypting” for att kryptera.

« % BitLocker Drive Encryption (E:)

Are you ready to encrypt this drive?
You'll be able to unlock this drive using a password.
Encryption might take a while depending on the size of the drive

Until encryption is complete, your files won't be protected.

I Start encrypting I Cancel

ringen kan ta en liten stund.

9. Sjalva krypte

% Encrypting...
Drive B: 99.6% Completed

Pause encryption before removing the drive or files on
the drive could be darnaged.

Manage Bitl ocker
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) Instruktion for Bitlocker pd USB-minne, Windows

10. Klicka "Close”
BitLocker Drive Encryption x

% Encryption of E: is complete.

Cloze

Manage Bitl ccker

11. Nar USB-minnet sitts i datorn sa kommer information upp om att USB-minnet ar krypterat
klicka pa den informationen och ange l6senordet forr att lasa upp det. Eller klicka pa USB-
minnet i “File Explorer” och las upp det.

BitLocker (E:)

Enter password to unlock this drive.

More options

12. Vill man inte beh6va ange 16senordet pa sin Kau-dator varje gang man ansluter USB-minnet
sd kan man klicka pa "More options” och bocka f6r ”Automatically unlock on this PC”. Gor

endast det pd din egen dator och inte om du anvinder USB-minnet pa andra datorer.

BitLocker (E;)

Enter password to unlock this drive.

9

Fewer options

Enter recovery key

&/ Automatically unlock on this PC
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Instruktion fér Bitlocker pd USB-minne, Windows

Aterstill 16senord

1. Leta fram en "Recovery key” for USB-minnet i anvindarens dokuments i mappen

”Bitlocker recovery”

[ = | Bitlocker recovery

Haome Share View

&« v » ThisPC » Documents » Bitlocker recovery

Marme
3 Cuick access

@ Documents -
* Downloads -

|j BitLocker Recovery Key 6EB599B5-AA3C-4037-A14E-0A862CTID0E

2. Oppna filen och kopiera "Recovery key”

NJ BitLocker Recovery Key BEB559B5-AA3C-4037-A14E-0A862C79D081 - Notepad

File Edit Format View Help
EitLu(ker Drive Encryption recovery key

To verify that this is the correct recovery key, compare the start of the following identifier with the identifier wvalue displayed on your PC.
Identifier:

6EB599B5-AA3C-4037-A14E -DAB62C79DB81

If the above identifier matches the one displayed by your PC, then use the following key to unlock your drive.

Recovery Key:
483590-525668-241263-036836-248061-641157-552959-543961

If the above identifier doesn't match the one displayed by your PC, then this isn't the right key to unlock your drive.
Try another recovery key, or refer to https://go.microsoft.com/fwlink/?LinkID=268589 for additional assistance.

3. Klicka pd "More options” och sedan péa "Enter recovery key”

BitLocker (E:)

Enter password to unlock this drive.

Fewer options
Enter recovery key

Automatically unlock on this PC
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Instruktion fér Bitlocker pd USB-minne, Windows

4. Ange "recovery key” och klicka p&d "Unlock”
@ BitLocker (E:)

Enter the 48-digit recovery key to unlock this drive.
(Key ID: 6EB599B5)

I |

5. Hogerklicka pa USB-minnet i “"File Explorer”

L.J WISD=5VdTr
Y o KNG
Expand
= Serve
Open AutoPlay...
= KINGS Ea Scan with Microsoft Defender...
¥ Netwe Change BitLocker password
Manage BitLocker
Open in new window
Pin to Quick access
Give access to >
Open as Portable Device
T-Zi
27 itemns & ?
| = Y

6. Klicka pa "Reset a fogotten password”

%@J BitLocker Drive Encryption (E:) >

Change password

You should create a strong password that uses uppercase and lowercase letters,
numbers, symbols, and spaces. & password can be 8 to 256 characters long.

Old password | | |

Mew password | |

Confirm new password | |

Rezet a forgotten password

How do | select a strong password?

Change password Cancel
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Instruktion fér Bitlocker pd USB-minne, Windows

7. Ange ett nytt 16senord och klicka pa "Finnish”

%@J BitLocker Drive Encryption (E:)

Create a password to unlock this drive

You should create a strong password that uses uppercase and lowercase letters, numbers, symbols, and
spaces.

Enter your password

Reenter your password

Tips for creating a strong password.,

Finizh Cancel

8. Klart!

Sting av Bitlocker

1. Hogerklicka och vilj "Manage BitLocket”

¥ e KIMGST
Expand

¥ Networl Open AutoPlay...

Ha Scan with Microsoft Defender...

Change BitLocker password
Manage BitLocker
Open in new window

Pin to Quick access
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Instruktion fér Bitlocker pd USB-minne, Windows

2. Klicka pa "Turn off BitLocker”

Removable data drives - BitLocker To Go

KINGSTON (E:) BitLocker Encrypting

o Back up your recovery key
- by § Change password
Remowve password
Add smart card
Turn on auto-unlock

Turn off Bitl ocker

BitLocker Drive Encryption >

Turn off BitLocker

Your drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process.

Turn off BitLocker Cancel

Klart, nu dr krypteringen borttagen.
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