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Lawyers and Engineers are two kinds of species...
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The issue - DPbDD By all business units
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Art. 25

Taking into account the state of the art, the cost of
implementation and the nature, scope, context and
purposes of processing as well as the risks of varying
likelihood and severity for rights and freedoms of natural
persons posed by the processing, the controller shall, both
at the time of the determination of the means for processing
and at the time of the processing itself, implement
appropriate technical and organisational measures, such as
pseudonymisation, which are designed to implement data-
protection principles, such as data minimisation, in an
effective manner and to integrate the necessary safeguards
into the processing in order to meet the requirements of this
Regulation and protect the rights of data subjects.

The controller shall implement appropriate technical and
organisational measures for ensuring that, by default, only
personal data which are necessary for each specific
purpose of the processing are processed. That obligation
applies to the amount of personal data collected, the extent
of their processing, the period of their storage and their
accessibility. In particular, such measures shall ensure that
by default personal data are not made accessible without
the individual’s intervention to an indefinite number of
natural persons.
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Access controls,
Network security,
Logging and Activity monitoring,
Breach response
Encryption

Privacy should be managed for me
as a service before | am engaged
with a customer.

public static String encrypt(final String plaintext,
final String secret) {

User tracking is essential to
our product design. We need
more personal data to gain
user insights. Data
protection is the balance
between user tracking and

respect of their privacy }

return null;

} There are five users just
requested their data to be
deleted before obtaining an
archive of the data

| need to be able to pitch our
solution qualifying Privacy by
Design requirements

%\N Marketing

try {
setKey(secret);

Cipher cipher = Cipher.getinstance(
"AES/ECB/PKCS5Padding");
cipher.init(Cipher.ENCRYPT_MODE, secretKey);
byte[] cipher= cipher.doFinal(plaintext.getBytes|();
return Base64.getEncoder().encodeToString(cipher);
} catch (final Exception e) {
LOG.error(“Encryptiion error: " + e.toString());

Support

We need cookie tracking
technologies to gain more insights
of our customers.

Reduce efficiency, elevated risk of

using marketing data. How do |
make privacy work for me

Maximise profit, Operational efficiency,
Mitigation of compliance, financial, security risks
Share holder value
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DPbDD Principles

Privacy

- Timely
- Effective
- Demonstrable
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Lawfulness, Fairness, Transparency
Purpose Specification, Limitation
Data Usage Minimisation

Data Accuracy

Data Storage Limitation

Data Security

Data Accountability
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Lawfulness, Fairness, Transparency
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Data Accuracy

Data Storage Limitation

Data Security
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Designer

Lawful

Our use of cockies =

We use necessary cookies to maka aur site work, We'd alsp like to set aptional analytics
cookies to balp us improve 1. We won't sat apticnal coakies unless you enable them
Using thig 100l will sel 8 cookie on your device 10 remember your prelerences. For more

detailed information abaut the coakies we use, see our Cockies page

Necessary Cookies ~

Necessary cooxies enable core funclionslity such ag gecurily, network management,

and azeessibidty. Yau may disakle these by changing your brawser settngs, bt this

may alfect how the website Tunctions.
Name Descoription Provider Retention Period
plosckie oo e Saws data Tor usars cansant stata Privacyl 1 Year
Analybes Cookies ~
We'd like to set Google Analytics conkies to help us to improve our wabsite by
collecting and reporting informaticn on how you use it The cookies collect

nfarmation in a way that does nat directly dentify anyeae. For more information on

how thege cooxies work, please gee our Cockies page’.

Retendion
Name Descnption Provider
Panad
Google Anzlytics lang retention cookie. Gathers
a rformation that helpe us understand how wisidoes Geoala 2 Years
9 reeract with cur wehsites, which allkva us 10 craate a icog -
setler Mapariensa for our visitars,
Google Anelytics o0t term ceckie. Gathers
aat rfarmation that hadps us underszand how viahoes Geogle 1 minute
riaract with cur webemites, ‘which sllow us to creste o qE
natler cxpermnse for our vistars.
id Coogle Anclytics cookie Used to throtte raquest rate Qoogle 1 =our

Powered by Privacy1

Cookle Notice

By clicking “ALLOW", you agree 10 the storing of cookies on your Jevice 1o enhance e and analyze ste ( Disable All ) Allow All
usage Cookie Po

Dark Patterns
Sneaking

What do we use cookies for?

Nagging
Obstruction

We use cookies and similar technologies to reignite
your repeat visits and preferences. To learn more
about cookies view our Cookie Policy.By clicking
“Accept” or “X” on this banner or using

our site, you consent to the use of cookies.

Object (o Legitimate IiMarests

Groate o persondiscd centent prafile .

Gprol @ Can 2 by B Ao pou a0 YO0 IR SR 1 80w V0 PerAC il S0 O0R T Tl i
oo 1 el

Qb oot le Legitimale Invterests

Senc: pemanalisad conlact [

Povong pod conx . can br showun lo yru bosed cn g aothe Dy b,

v Dbiection Applied BETEITSN A ST

Vaasum ad zarfarmance .

Interface Interference

What do we use cookies for? Your cookies on this site

We use cookies and similar technologies to reignite
your repeat visits and preferences. To learn more
about cookies view our Cookie Policy.By clicking
“Accept” on this banner or using

our site, you consent to the use of cookies.

We use cookies and similar technologies to reignite
your repeat visits and preferences. Please understand if
you do not consent or later withdraw your consent to
Internet-Based cookies, certain features of the site may
function correctly.

Learn more

Force action

Sy clicking “Accept AllY you anraa 10 these purpos

consents, a cases abject to eprimate i

< personal data (including device
mermation an 3 gevice, Seiect

clck “Marsge ga4 5 AARONE Y, YOU May &

antent peofila, Select parsonatsad A timAata Interest proceesing % a vansor lava in
udiznze nzights, Bavelor and imaroya wive ar app specific basis, ot any time through the
Jpzlicstion setungs, We wark n cozrgmation with

JATRrENCES 10 QU participat nn Yendors

Unlawful

Manage Consent Preferences

Strictly Necessary Cookies Always Active

Tnese cookies are necessary for the website to function anc cannot be switched
off in our systems. They arz usually on'y set in rasponse to aciicns made by you
which amzunt to a requast for services, such as setling ycour orivacy preferences,
Ingging in or filling in lorms. You can sel your browser lo bock or zlarl you aboul
hese coukizs, bul some parls of the site will nol then work. These cookiss do nol
store zny personally Identifiable Information.

Performance Cookies ( .)

These cookies allow us to count visits anc traffic scurces so we can measure and
improve the performance cf our site. They help us fo know wh ch pages ere the
mos: and Izzst popular and see how visitors move around 1he site. Al
informaticn these cookies collect is aggregated and therefore anonymous. 'f you
do nal allow these cookies we will nol know when yoo have visiled cor sile, and
will nol be bk lo monitur its performancs.

This website uses cookies to ensure you get the

best experience on our website. Learn more




4¥»
v

Privacy

DPbDD
Implementation

\ 4
» Q=

-

R\ /
Ay €Uy 44y 94y Uy 4y

-

-

\ 4 \ 4 \ 4 \ 4
4: 4: 4V) 4

\ 4
av,

Lawfulness, Fairness, Transparency

Purpose Specification, Limitation

Data Usage Minimisation

Data Accuracy

Data Storage Limitation

Data Security

Data Accountability
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Marketing & Sales

Mark Ollis, Ph.D.

User ID Phone Number /—@/ Director of Research and
; ; Development

Retail St Purpose Purpose Neya Systems LLC
: etal ore = = = 145 Lake Drive Suite 104
711 johan@apple.com N/A customer subscription marking 1 1= Ll —l B e e
manager +1.724.799. 8278 ext 186
SYSTEMS +1.412 855 8513 l_n.:,lole

mark@neyasystems.com

www.neyasystems.com

722 zinon.xeni@greekmilk.com 209 482 9402 Software Engineer

768 anna@trip.com 78 192 837 CMO Contacted (1)

Johan Fisher v Anna Lindstrém v
Retail Store Manager CMO
P Apple Uber
_ urpose R,078192837

From: mlkey@gber.com customer support
To: support@biz.com Zinon Xeni v

Software developer
Dear Service Greek Milk = W

2094829402

12.4K 12.4% $58K

| really enjoyed riding your service yesterday but the driver et e e
over charged me... -

[ Custormer 380

Only people with permisson can see this view

Purpose N
Analytics & insight sharing | camn -

Best regards,
Mikey

e -




4¥»
v

Privacy

DPbDD
Implementation

\ 4 \ 4
y AT, AT

\ /\ 2 /\ 2B /\_ OAV‘ \ /\ B /\ 2R /\_

\ / \ / \ /
4%, 4V 4V 4V

\ 4
av,

Lawfulness, Fairness, Transparency
Purpose Specification, Limitation
Data Usage Minimisation

Data Accuracy

Data Storage Limitation

- Data Security

- Data Accountability
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Data Engineers

Pseudonymised Data
/N

1
)
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[Coo o) Extract :
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1
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User ID Email IP Address Timestamp

2BCD12 E=%wC?'v? M}<I5??Q?? 2019-01-12T01

38EDF1 28?7 . ?? a/5{y’|?.l 2020-02-12T06

3FA9B0 ?P(M??WPpC \ig$1a?[y?8G 2020-03-12T07
Transform Load

s g = s D G IS

Clean

=S ="

Lo’ Cleaned Data

y 3
Log Data User ID ' IP Address Timestamp
2020-04-12 07:12:02 110.1.2.34 GET HTTP/...
2020-04-12 07:12:03 34.2.91.5 GET HTTP/...
2020-04-12 07:12:05 210.1.2.34 PUT HTTR/. 134 alice@gmail.com 110.1.2.34 | 2019-01-12T01
2020-04-12 07:12:03 70.90.2.7 POST HTTP/... -
2020-04-12 07:12:02 91.1.5.4 GET HTTP/...

2020-04-12 07:12:07 2.21.24.3 POST HTTP/... _
2020-04-12 07:12:02 179.15.2.9 GET HTTP/... 156 bob@hotmail.com 123.12.01.41 2020-02-12T06

235 eve@yahoo.com 96.32.1.67 2020-03-12T07

~
~~_ —
~§
~
~
~
~§
~

User ID

~

Anonymised Data

IP Address

Timestamp

134 a”™*@gmail.com 110.1.2.x 2019-01-12T01
156 b**@hotmail.com 123.12.01.x 2020-02-12T06
235 e**@yahoo.com 96.32.1.x 2020-03-12T07
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Lawfulness, Fairness, Transparency

Purpose Specification, Limitation

Data Usage Minimisation

Data Accuracy

Data Storage Limitation

Data Security

Data Accountability
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Ad related to latanya sweeney (U

Latanya Sweeney Truth
www.instantcheckmate.com/

Looking for Latanya Sweeney? Check Latanya Sweeney's Arrests.

Data Scientists Inaccuracy

- Balanced data sets Cere Discrimination
- Feature selection wennn BN = XClusion
- Differential privacy

- Distributed learning
- Homomorphic crypto
- Synthetic data

La Tanya
Search for La Tanya Look Up Fast Results now!

www ask.com/La+Tanya

Search Key: Latanya Sweeney

Ads by Google

Located: Jill Foley
Information found on Jill Foley Jill Foley found in
database.

www.instantcheckmate.comy/

Ads by Google

Kirsten Lindquist

Get Kirsten Lindquist Find Kirsten Lindquist
www.ask com/Kirsten+Lindquist

We Found:Kristen Lindquist
1) Contact Kristen Lindquist - Free Info! 2) Current

Macy's ® Wedding Registry
Official Site. Create a Registry or Buy a Wedding Gift at
Macy's!
www.macys.com/Registry/Wedding
macys.com is rated # % & % 7 (B2 reviews)

Phone, Address & More.
www.peoplesmart.com/
Search by Phonre Search by Email

Background Checks Search by Address
Public Records

Kristen Lindquist
Public Records Found For: Kristen Lindquist. View Now.
www.publicrecords.comy

Criminal Records
e Dr. Jill Foley

View Credentials, Malpractice, Bio, Ratings, Reviews &
Background Now!
www lifescript.com/MD

Search Key: Kristen Lindquist Search Key: Jill Foley

Source: Discrimination In Online Ad Delivery
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Support Team

Data Subjects Data Controllers Data Processors
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Data Security
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Security Team

- Least privileged access with
all entities

- Segmentation of data usage

- Data encryption

- Monitoring and alerting

- Scrutinise

Unlinkability

Intervenability
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Scrutinize

Restrict | Delete | Object  Suspend | Terminate

Data Subjects

Data Processors Law enforcement

AN

Segregate
Usage

Monitoring

D G G &
000 ammn

mox—— :
O D s o
A 000
. Never Trust 1

D D D Always Verify N

Consent Legitimate Contract SCC Foreign Intelligence Act

interests
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The answer - By data language
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We implemented ISO securit
Our service is privacy be design We register burbose of We use software SDK to : E) to mitiaate data ri ky
and comply with privacy by default 9 purp Gelilirels e e el 1) S

design. processing personal data into our pseudonymize all personal
data mapping system. data. We fire drill our data breach
procedure regularly

personal data and we always

keep the processing to the

Our marketing data is accurate with minimal. : Today 3 DSAR
respects to data subjects rights We use adaptive Laplace &

Personal data is deleted after differential privacy to preserve ° data erasure requests have

_ : _ : : o been fulfilled automatically by
retention period automatically. data privacy in our artificial
: : our system
intelligence

Marketing We Conduct.DPIA regularl;ll to Personal data access is Support
@ assess the risk of processing governed by our data

protection system.

Turn head winds such as breaches and violations into tail winds with consumer trust
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