Title: Evil Regular Expressions (or There and Back Again and Again and ...)
Speaker: Willem Bester

Abstract: In backtracking regular expression matchers, catastrophic backtracking occurs
when attempting to match certain input strings with the so-called "evil" regular
expressions. In essence, the input string forces the matcher to do more computational
work than is expected, and in the worst case, the computation time can become
exponential in the length of the input string. This leaves the matcher vulnerable to a class
of algorithmic complexity exploits called regular expression denial-of-service attacks.
This talk is a brief excursion into the theory and some results.
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